Blackshades NET
| 3.6 User Guide

SakiMCM

This Guide details how to use every feature that
Blackshades NET has to offer. For the most part the host
is my own computer, but some features are demonstrated
on other bots.

SakiMCM@gmail.com

10/18/2010




Blackshades NET 3.6 User Guide SakiMCM

Connections

When you launch Blackshades NET client and have activated your ports, you will see a screen not too
dissimilar to this:

Blackshades MET - Connections: 0
Infarmation

lzermame Comp.Mame Fing Country Yergion  Ca

Connections C| el ] 0 Settings 5 a Or-join

This is the Connections screen and lists all the bots that are online at the moment. To access the
features menu, just select the bot and right click. A little menu will appear and you can then select
which feature you want.

= Ping

Map wiewn

li| Colurns 3
Filter r

&) Resolve hosthame
=~

Copy r

EB  Surweillance 3
o Metwark 3

aypstern 2
b Misc r

o Server 2

1 Chatroaom

& Thumbnail refresh

The Features Menu
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Ping
The ping function gives you the average time (in milliseconds) that it takes for your computer to send
out 4 32 byte packets to the bot and to receive them back. This gives you a good indication of how

fast your transfer speeds with the computer will be as a shorter ping time means screen shots will take
less time to come through.

Map View

The map view allows you to visualise where your victims are. It also allows you to select all bots in a
certain area, e.g. all the bots on the west coast of America.

Ao »

Map view

coom level: B8 (2 = in, & = out)

To use the map function, simply use the “Z” and “X” buttons to zoom in and out respectively and use
the click and drag method to select multiple bots.

Columns

This allows you to select which bits of information you wish to see about your bots, simply uncheck
the ones that you do not want to see. Simple.
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= Ping
IZ‘ hdap wiew
Fi Iter [i] Columns »
—_— Filter vl Eait

. . &) Resolve hostnarne © Restore
The filter menu has two sub-menus; “Edit” and “Restore.” The @ Cory R
filter menu allows you to select bots based on various settings. _
Ea Sureeillance 3
A Metwork 3
| Hystem »
Mdisc »

: Server
Filter manager —
Chatroom Ur-join

LA | DDOS | Userlame | Comp.Mame | Privieges | 05 | Uptime | 1de | Fing 4 Country

Restare foato refresh SEC Match combinatian

To add a filter, simply check the box next to the feature you want to filter. For example, if | wanted to
select only bots that run BS NET 2.4, T would select the Box next to “Version” (bottom right option)
and then open the Version Tab and enter 2.4 in the box. The end result should then look something
like this.

Filter manager

[}
U ptime

L&
poas
1%

=) Exact match in

LaM | DDOS | UserMarne | Comp.Marne | Pri = | 05 | Uptime | Idle | Ping | So Cowirtry |4

At re ol 1 o EEC b atch caombination
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Now, you may be wondering what the difference is between “Exact Match”, “Min” and “Max”. Let’s
say your version you entered was Blackshades NET 2.4

If you selected Exact Match, you would only see computers running, Blackshades NET 2.4.

If on the other hand, you select Minimum, it would show any computer with Blackshades NET 2.4 or
above as they are a higher release.

If you select Maximum, you would see any computer running Blackshades Net 2.4 or below as they
are lower releases.

The Filter also allows you to edit things that have text values. Let’s take the country as an example.

If | wanted to see every server in the United Kingdom, I’d enter “United Kingdom” into the box and
select “Exact Match”

Filter manager

If However, | wanted to see all servers from the United Kingdom and the United States, | would enter
the word United into the box and select contains, that way I’d get both countries.
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There are also options along the bottom of the manger, for those of you who didn’t notice.

Filter manager

Restore — Remove all filters and text in the boxes.

Auto refresh — This checks all the bots every set period (1-60 seconds) to see if any bots which have
recently connected fit the filter requirements. This means that your list will always include all possible
bots.

Match combination — If you select several options, the filter will select bots which fit any of those
requirements. E.qg. if you filter bots from the USA and version 2.6, you will be shown every bot that is
version 2.6 and every bot that is from the USA. If you only want to see bots that are version 2.6 and
from the USA you must select match combination as well.

Select

When you have lots of bots, you may want to only execute commands on a certain number of bots.
This is where the select option comes in.

With the select option you can either select:

1. All the bots you are connected to
2. Arange of Bots e.g. 5 bots
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3. Select random bots

To deselect the bots, just click somewhere else.

Resolve hostname

SakiMCM

The resolve host name option gives you an insight into what internet company/wireless router your

bot uses; this can be used for malicious purposes.

Copy

This is pretty straight forward and self-explanatory. The copy function allows you to copy some or all

of the bot information onto the clipboard.

4

|_J Copy
g Sureeillance 3
W Metwork >
Select Copies S ,
WAN The computers IP Address e.g. - y_s
92.139.43.234 L1E73 g
LAN The computers local Address e.g. i Server v
192.168.0.1 Sl
SOCKS Marjinz added this, but what it - _
does no one Knows. & Thurnbnail refresh
Full All the information available for
Information that bot
Entire List All the Information available for
every bot
SOCKS This copies anything with a value
Checker List in the SOCKS field and the IP, one
per line e.g. 123.45.67.89:1080 so
you can check online.

Surveillance
R Surveillance b
0 Metivark b
) Bystern b
Plisi b

WY Audio capture

Tt

A ™,

WL

LAM

Socks

Full information
Entire list

Socks Checker List

1 Keylog rmanager

B Screenshot manager

= MWiebcar manager
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This is one of the most useful parts of Blackshades NET. It basically allows you to spy on the person
whose computer you’ve ratted. There are four options in this menu, but before you use any of them,
you MUST port forward and activate the transfer port, or you’ll end up looking at a blank screen. To
access the options, just select the bot you want to spy on, right click and select the option you want.

Audio Capture

dio capture - 19

Channel  Steren

Bits:

Samples  apoq

Length:

Linlimited)

Length Received

The Audio Capture is pretty straight forward to use. Simply select the settings and press start. The
sound is recorded for the set length of time, and then transferred to your computer so the audio isn’t in

real time.

Setting What it does

Channel Do you want stereo sound or mono?

Bits How good do you want it to be? 16 bit is better but takes more space

Samples How good do you want it to be? Higher is better but again takes up more space.
Length How long should each recording be? (The longer it is the more out of sync it is.
Audio Capture Do you want to hear the computer audio e.qg. if the person is using headphones
Play Received Streams | Do you want to hear the audio when it’s received?

Save Streams Pretty obvious, do you want to save the audio you receive?




Blackshades NET 3.6 User Guide SakiMCM

|rfo

Total logz: 0

Keylogger

Tranzfermed Shatuz Type

Get entire log

Filter keylog download
Delete log

Clean list

.d: 0/ 0 KB [0/ 0 logs)

The Keylogger is one of Blackshades NET’s defining features. It allows you to filter keylogs and
search through them for any information you want.

To access the keylog menu, simply right click anywhere in the Keylogger window and it should pop
up. There are then a number of menus and sub menus to choose from.

Get entire log

Get entire log 3 Frorm current server
Filter keylog download L From all servers
Bilsiza g . From selected servers
Scan for numbers
Clean list
Sub-Menu What it does

From current server

Downloads the log from the server you right clicked on

From all servers

Downloads the logs from every server online

From selected severs

Downloads the logs from any servers you may have selected e.g. random or all
from the USA.

Scan for numbers

Looks through all the logs to see if there are any numbers, useful for credit
cards and the like.

Filter keylog download

Get entire log

Filter keylog dowwnload From current server

Delete lag

Clean list

Frarm all servers

Fraom selected servers
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This menu allows you to filter the logs by searching for specific words and is pretty straight forward.
All you do is select whether you want to filter the Keylogger from the options given; you then put in
the filter keyword and how many characters before and after you want.

Delete Log

Get entire log
Filter keywlog dowenload

Delete log All servers

Selected sepvers

Clean list

The delete function allows you to remove logs from the remote that contain nothing of interest or have
been thoroughly read and all valuable data extracted. This means that you won’t be continually
getting data that’s years old (If your bots stay online that long!) If you have some logs with interesting
info, some with none, simply select the logs that have no data in and select the “Selected servers”
button. If all the logs have been used or contain no information select the “All servers” button.

Clean list
L 1 o
Clean list

The Clean list function just clears the keylog field so instead of displaying all the logs downloaded it
appears blank.

Screenshot

The screenshot manager allows you to remotely view your victims screen, just as with team viewer,
except that it can’t be disconnected.

Single Interval: 100 Size: 30 ~ Cuality: 40
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To Activate the screenshot feature simply enter your settings and press start. If you just want a single
picture, press single.

Option What it does/ Configuration

Interval How often is a picture taken (in milliseconds)

Bits Affects the picture quality, more bits, better quality larger file)

Size How big will the picture be (larger size, more data, slower speed)
Quality How good will the picture be (better quality, more data, slower speed)
Grayscale Incoming images in black and white, helps keep file size down
Keyboard and mouse | Allows you to click anywhere and type info into fields

Save Allows users to save the screenshots

Webcam

The Webcam feature is really easy to use, simply right click on the bot you want and select Webcam
Manager. You can vary the quality of the webcam depending on how fast your connection is, lower

quality = less data used = less jerky but also less clear. Select Save if you want to save the feed, it is

however saved in pictures rather than as a video.

Quality at 100

Quality at 50
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Quality at 0
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Network Manager

= Ping
Map wiew
i ] Columns »
Filter 3
) Resolve hostname
I_‘:‘j Copy 2
B Surveillance 2
W Metwork k| DDos
= Systern b | & Metwork statistics
B Misc k| Promy manager
gl Bt 5 _g Redirect/Black LURL(s)
2 Chatroom Salii?
& Thumbnail refresh .ﬂ R IR

The Network tab allows you to interfere with the computers network settings and execute the internet
related functions of Blackshades NET

DDoS

Get 1P From LIRL a0

Flood Type: (=) TCP (]oz] Statistics

htral HTTP1.1

Send random data

Amount of bots:

I’m not going to go into detail about how to DDoS here, there’s plenty of information on that on HF
and other such forums. I’m just going to explain what to put where.

Option What to put in.

Target IP/DNS | The IP address or DNS you want to DDoS if you want to DDoS a
website you can enter the URL and select Get IP from URL

Port The port that service runs on e.g. websites:80, FTP:21
# of Sockets How many connections do you want each bot to make
Flood Type TCP for Websites , UDP for Networks

Data to send What you want to send

Other Options | Random Data; Send anything (overrides “Data To Send”), Packet size;
the larger the more effective the greater the bandwidth used.

Customize Bots; How many bots to use (the more bots, the more efficient, DDoS
By; use bots selected by certain criteria e.g. location.
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| WEB Reader | Get settings from a website allowing you to update it remotely. |
Network Statistics

¥ Metwork statistics

Local IP Local Port Remate [P Femaote Port

To use this function simply right click and select refresh. This function tells you all the connections
the server is making, what IP address they’re going to and which port it’s using.

Femote [P

So what’s what?

Local IP: your Network IP
Local Port: the port you were connecting out of.

Remote IP: the server side IP of the computer you were connecting to (I blacked this out to protect the
IPs of all my bots)

Remote Port: the port you used to connect to the machine.
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Proxy Manager

The proxy manager allows you to connect to the internet via the bots computer, making you
anonymous.

Transmitted data

Start socks

Stop socks

Update statistics

To start the Proxy, simply right click anywhere in the box and select “Start Socks” Then enter the
SOCKS4 port for that bot and click ok, to update the transmitted data select “Update Statistics”

Redirect/Block URLs

270,07 wway. google. com

To redirect the user away from a webpage, you must first get the web pages IP address. To find that
go to cmd and type “ping www.website.com”changing the address to the website you want them to be
redirected from. I’m going to use Google as an example.

C:xlzeprss »ping google.com

Pinging google.com [28%_85_.227.1471 with 32 hytes of data:
Reply from 2009.85.227.147: hytes=32 time=45m=z TTL=47
Reply from 2609 .85.227.147: hytes=32 time=5imsz TTL=47
Reply from 26009.85.227.147: bhytes=32 time=93ms TTL=47

Reply from 207 _85.227.147: hytes=32 time=50mz TTL=47

Ping statistics for 209.85.22%7.14%7:

Packet=z: Sent = 4. Received = 4, Lozt = @ (@x lo=s=z>,
Approximate round trip times in milli—seconds:

Minimum = 4%m=z,. Maximum = ?3m=,. Average = 59m=

So the IP address for Google is 209.85.227.147. Now if I wanted to redirect to yahoo.co.uk I’d type:

209.85.227.147 [IP Address of Yahoo] Then select update (single, selected or all) so when any bots
tried to visit Google, they’d be redirected to yahoo.co.uk. To stop the redirection, simply remove it
from the list and select update (single, selected or all) and it will stop redirecting.
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Sniffer

The first thing to do with the sniffer is to click the refresh button, to load the local IP addresses for the
server. Then just choose the one which comes up on the Blackshades NET Connections list as WAN.

Protocal Source [P Local port Femote [P Remote paort

Filter: Part: o

Then Click the start button and it should load up which ports are open and what Protocol they’re
using, where they’re connecting to.

Femate IP

R S S T S I S S ST
]

Filter: | Part: g

You can then see which one is your computer by which one connects to your port. Mine is anything
with the remote port 4564. If you want to see all the connections too one IP, just enter the Remote IP
into the filter box and the port into the port box.
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: : : : : Display data
If you right click on the list you are presented with more options.

Display data will show all the Data that has been transmitted from SEE

the source to the destination on Hex format.
Clear

“ Hex display

Protocal: TCP -
Source: 192.168.0.4:59765

Destination: |

Packet size: 1464 bytes

Diata:

FHIEIGO0CTEI6350C N 30390C54 435000313932 2E 313638 »E5.»E5.109.TCR.152.168
ZE302E340C3631 31 310031 37 332E 31 3834 2E 323230 2E 31 .0.4.6111.173.184.2201
31310C35333231350C01 0108 0A001365891941 B08B 80CE 1169215 e
E7DEBSESEI 5B 040381 77FBGEEIDB B9FIE1 14 3B 1B D344 ED  a..al.whiY....D.
BED7B1FF143B787A1BDCECCISCEB BI4BADTEIC 26144908 Mz Aikakl
F2D3IB4E2DEA4FB36350C 31 3436 31 0C54 43600031 3932 2E  r...»E5.1461.TCP.192
3IEBEI2EIMOCIEIN T IT0CITI7FI2E N 3834 28 3232 16B.046111.173.184.22
302E31 3131003539321 350001 01 08 04 001365891941680  0111.59215....e..
BBE7I6337E7FAE 21 FIED AC4C17E1 429050 BOASEE 096270 .g3w. mL.B.]..bl
FEDFAEFSECE4ABDIF204E92093FEBABE N 1T BE 244D DC 94 ~Fl ... M.
008552BCCSED D203351AC221 3343BB62FID27I9BFFED 70 R....5.13C
SE12E5F7 48EGEF 4483 7B 07 60 22B014 AB 57 B7C0 8311 24EC "eH. h
C4C1B705080251 FCFE05F013 20 7B EOOIFE 47 91 FC 8B 87 3F .
18CEAD 1412 C8BA 2B FE AT BE OC 54 0OC 9E 08 4C BE 30E0330C 00
DP9 1470 3E CI7FESOCIECO 94 F2 34 B4 CFEF 526520169890 .
G32C37BEOBCACEFD LI 350826 F1CHATD2ABVC2E 27 FE 2B S 7. Bk "+
05F0328057 6B 19FF B8 3CEI2B 46155C 28 88 1D B1 FI09D4BT 2wk o +F AL
99B7EO0CI44 6634 FADIC213EB 4E ARIE 9974 07 FE0AOE SECF DR N..L..
5B BOEE 17 CF 2063 FE 76 CE C300 3352 BF EE 83 824487 6E 78 2F  [...c.v.P3Ro...nwf
TAAABESE 24129E9C 31 3927 FEB3IES29DBD3IE4 497330 1CF2 2l [$.19 e
FO2CE7F47A 6290 CIBE 2922 D4 99 06F7 92 A3FCEI0B 034320 w2l L
450CEB BT 3688F33F 21 F194 0020 7F3059508 3P BEEESBD21C  E[6.7..-0.7.%.

m

20785056 24 4231 5E08 961D ECDBERCFA2CR 24 OEACEA 2235 «P[B1Y 3.6
S0CBDDAD D CODCO31553F1 O4BE 07 24 B351 FF2B8CD DBA3ED P Y. 20
ZZEBGBACB0ES43AD 584 20C267 3E G095 0382506851 C15C  "x..C S
SO0DFOD F54352A6 FI08 6356 6D 22 2CFC7C 41 C3 COBE 82 C3 25
A4 AEF4 77 AFFCE23B CICI3FCE DI A6 25 DD CA3F AC 27 E5 75 40
90 34 CA4 30 CIAB A4 9566 20 84 DC 5253 CB 03 FA 40 41 8B COFOB2
ACARRAAIDEART] 2V B3N BE B2 1 ARG QT 4D BC D] 9310 FRCR

The save function has two settings, “All” or “Selected.” This allows you to save the entries for later
inspection. To select ones not next to each other, just press the shift button and click on the ones you
want to save.

Clear just empties the list so it can be refreshed.
Website Visitor
Website visi

I"Ittl:l: A

Open Hidden

Open Hidden How many bime

Send command to =

If you want to force your victim to view a website, for your own amusement, the easiest way is with
the website visitor. Enter the website URL into the box and then decide whether you want the site to
open on top or minimised (Hidden) and if you want it minimised, how many do you want to open?
Then just click “send command to selected” and the website will open on all the victims hidden or
otherwise.
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@
0
System -
&;
=
0
B
2
Gi
Information ]

Information
Files
Processes
Registry
Serdices
Devices
Shell

Mifird o

Drovwnload File

Dovwnload and Execute
Dowenload and Execute (Hidden)
Idletirme

Uptitre

SakiMCM

The information option allows you to see general information about the computer you’ve RAT ed. It’s
also accessible by double clicking on the bot of your choice.

“* [nformation -

LaM [P
PC Type
Comp.Mame

FI: LY .

CPU AHz - &k Turion(tm)
Hard dizk: .54 GIB

Opers I

| ptirne:

|dle time

Firg
C

|nformation -

LHITED EIMGDOM

Latitude

obile Technology TL-52

Fefresh

Copry

Save

If you are presented with a black screen, just right click and select refresh. Should you want to copy
various bits of information, just select the ones you want, using ctrl+click to select ones not next to
each other and shift+click/arrows to select ones next to each other.

Should you use the save function, make sure you save it as “filename.txt” not just “filename”
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Attribute Lazt changed

Refresh
Search
Hijack folder
Infect folder

Download files)
Upload file

Execute

Secure delete

Gallery

Show dowenloaded files

SakiMCM

To browse the files on the user’s computer, select files and then right click in the path column and

select “update”

You can then browse through the user’s files until you find something of interest. As you can see on

the screenshot above, there are various functions in the file manager explained below.

Option What it Does
Refresh Refreshes the folder , exactly like in windows
Search Search the folder for specific files/file types

Hijack Folder

Use the Hijack function on the selected folder

Infect Folder

Use the Infect function on the selected folder

Download File

Download a file from their computer to yours

Upload File Upload a file from your computer to theirs
Execute Run/open the file on their computer

Secure Delete Delete a file from their computer permanently.
Gallery See a preview of the files

Show Will open the download directory for that
Downloaded machine on your computer so you can see
Files which files you have downloaded.
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In the following example I have navigated to my Blackshades 3.6.2 folder and am downloading the
client.exe.

¥ File manager -

Filename

Refresh
Search
Hijack folder
Infect falder

Dovenload file(s)
Upload file

Execute

Secure delete

Gallery

Show downloaded files

Processes

This is basically remote task manager, allowing you to start and stop their processes. As with all
functions, right click in the window and select refresh.

Image Mame able Path FID Threa...  Priority b ernony

Fefresh

Resume

Suzpend

Kill
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This is the screen that you should see, the one in blue text is your RAT, Don’t delete it.

K hidfind.exe C:A\Program Files\DelT Pad\HidFind. exe Mormal 4.42 MB

If you want to end a process say MacAfee, which is the AV my bot is running. Simply select all the
processes involved with McAfee then right click and select kill. To select processes that aren’t next to
each other use the shift key and click the processes.

btwding. exe c:"Program Files\wI1DCOMM Bluetooth Saftware bbwdins. exe Marmal

M cProsy. exe CAPROGRA™ZNCOMMOMN ™1 Mobfeet b cProx ik cProxy. exe Mormal
Meshield. exe CAPROGRA™T \MeaAfee \WIRUSS ™1 mcshield. exe High

msksrver. exe C:\Program Files [=86]\M cafee M S K sk Srver e Marmal

LesUme

ehd

Then just select refresh to see the new list of programs, the ones you killed should have gone.
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Registry

As with the process manager, registry manager works in much the same way as regedit.exe. To start
off just select which HKEY you want to browse and select it. It should then automatically load up all
the folders in that class

“’ Registry manager

HEET_CLASSES_ROOT
HEEY_CURREMT_USER
HEEY LOCAL MACHIME
HEET USERS
HEEY_CURRENT_COMFIG

Then just browse to the folder that you want to edit the registry entries for and right click in the main
box.

HKEY_USERS

Key Type Data
T. : REG_SZ [walue not sat)

RealPlaperaMB_wE.10 REG_S52

As with the DDoSer, I’m not going to explain what it the registry does, that would take too long.
Google it. When you’ve made any changes, just right click again and select refresh to see them.
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Services

The services feature allows you to start and stop windows services e.g. Windows firewall. To access
the list of services on the computer just right click and select refresh.

Start Mode State

Refresh

Start
Stop

Then just select the processes you want to start or stop (using the shift key if they’re not next to each
other) and right click and select start or stop.

Devices

You may at some point, want to know more information about your bot’s computer. For this you use
the device manager. At the moment, there’s not a lot that you can use this for apart from seeing what

 Device manager -

H--F-EH-E-EH-E-E-E-E-E-E-E-E-EE
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software they use and exploiting it.

Shell

The shell works in exactly the same way as a windows command prompt and allows you to execute
commands such as “net” without having to use screenshots, which would be blindingly obvious. Just
open the screenshot and you’re ready to go.

Microsoft Windows [Version &.1.7&600]
Copyright {c)} EZ002 Microsoft Corporation. &ll rights reserwed.

C: \U=sersh, =hiet users

User accounts for \h

vLware Uuser Adminjistrator

The command completed successfully.

Window Manager

The Window Manager allows you to change the current window on a bot, maximise and minimise
windows and to close programs without having ot use the screen capture which can be slow/take up a
lot of bandwith. I’'m not going to explain the commands because they’re so self explanatory. Have a

play around if you’re not too sure. The Window manager can, however, only be used on V3.6 Bots.

Y Window manager -

Handle Title

Refresh
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Windows

The Windows function allows you to control a bot’s open windows as if you were at their computer
without having to use the screen capture.

Handle
40

Refresh
tlinirmize
tlaxirmize
Festore

Mo-lP DUC 1 Hide

1
e bl amanar Shioe

Close

Pragrarm Manager
Screen capture

Send keys

Option What it does

Minimise/maximise | Same as in windows, make the window larger/smaller
Restore Make the window size smaller/bigger

Hide Hide a window from the taskbar

Show Show a hidden window on the taskbar

Close Close a window

Screen Capture Start the Screenshot Manager (See Surveillance)
Send Keys Allows you to send messages to your chosen window
Download

Blackshades MNET

File to download (UAL)

Use the download function when you wish to download a file to one of your bots, but not execute it.
Just upload your file to a site where you can get a direct download link e.g. fileave.com NOT
mediafire, megaupload etc. Then just enter it into the box and select Ok.
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Download and Execute

Use the download and execute to
install a virus/other hacking tool on
your victims computer. Use the
same method as with download, the
only difference being the file will
execute at the end.

Blackshades MET

Cancel

Download and Execute Hidden

Blackshades MET

The download and Execute Hidden does just what it says on the tin, It will download a file to a bot,
and execute it hidden i.e. there won’t be a screen pop up etc.

Idle time and Uptime

These two commands don’t open any windows, clicking them just updates the idle time and uptime
values for your servers in the columns.
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Misc.

Fun Manager

Speak Text

tute Yolume

Logoff Computer

Turr off kA onitaor

i Fun manager
Passuords
Spreading
Seeder

Hijacker

I."-..r 'Iﬁ}' &l L B

Infector

Chat

g

Messenger

= Cookie manager

SakiMCM

Set Yolurme T00%

Urrnute Yalume

Cio mp Lter

Turn on konitor

Send Fun Command to All 5

Option

What it does

Start Crazy Mouse

Makes the mouse move around the screen so fast it’s un useable

Hide Desktop Icons

Hides the desktop icons

Hide Taskbar

Hides the taskbar

Open CD Tray

Opens CD Tray (only opens on laptops can’t close)

Reverse Mouse

Left click becomes right click.

Block Input

Stop them from controlling their computer

Send Message Box

Send your victim a message.

Change Wallpaper

Does what it says on the tin.

Speak Text

Type text and their computer will play it.

Set Volume 100%

Maximum Volume, useful if you want to use speak text so they
hear it.

Mute Volume

Turn Volume to 0

Start Screensaver

Shutdown/restart/logoff

Same as windows functions

Turn off monitor

To revert these changes, just click the button to the right e.g. if you clicked “Start Crazy Mouse”
click “Stop Crazy Mouse” to stop it. “...” means it’s so simple it can’t be explained in simpler terms.

I know this is self-explanatory, but I thought I’d include it just in case someone didn’t understand.
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Passwords

Yaluel Dwrer

List passwords

Lizt frarm all

Copy
Copy all

Save to file

g for action...
To get passwords and CD Keys from the server just open up the right click button and select the
option you require.

Option What it does

List Passwords | Lists all passwords from the server you right clicked on

List from All Lists all passwords from all servers

Copy Copies the one password/key you’ve selected

Copy All Copies all passwords/keys

Save to File Saves all the passwords and keys to a file (windows save window)
Spreading

Spreader
Hello! Wizt http: A vy poutube, com

Infect USE I Spread FSH AlMACH

Status: Spreader activated

Option What to enter

IM Message | Link to download your server

Infect USB Check if you want to spread using their USB

IM Spread Check If you want to spread using IM then select Either MSN or AIM/ICQ

Enter whichever settings you want then click start.
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Seeder
The seeder function forces all your bots to download a torrent from a given web address and then

eventually seed it. This is good if you want to make you torrents look legit to prospective bots.

“ Toment seeder - - JAMES-PC

Lzername Comp.Mame Client

URL ta torrent file: gy

Make sure that you select all the bots you want to download your torrent first, and then select the
seeder function or it will only operate on one machine. The seeder function only operates on:
uTorrent, BitTorrent, Azerus/Vuze and LimeWire.
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Hijacker

The hijacker can be used to encrypt the contents of someone’s computer or certain file types so that
they are inaccessible.

PLEASE NOTE, THIS IS FOR EDUCATION ONLY! DO NOT HOLD PEOPLES’ COMPUTERS
TO RANSOM AS THIS IS ILLEGAL AND YOU WILL PROBABLY GO TO JAIL. NEITHER
MYSELF (SAKIMCM) NOR ANYONE ON THE BLACKSHADES TEAM (XVISCERAL,
MARJINZ ETC.) ENDORSE ANY ILLEGAL ACTIVITY WHILST USING BLACKSHADES
NET, IT ISONLY TO BE USED ON COMPUTERS YOU HAVE PERMISSION TO USE IT ON.

Y File hijacker - 86.148.113.160 - JAMES-PC
L awaout
Header:

ATTENTION! Biink

Color:  Red

Ifo:

warning! Please take your time to read the following text for your own best.
Your computer has basically been hijacked. and your private files stored on
your computer has now been encrypted. which means that they are Color: gy
impossible to access. and can only be decryped/restored by us. ’

Now. it's your decision to choose whether to ignore this. or follow the easy

nstuetiens: - plaage settle X USD
IBAN: >2x27 0040 0168 0000 0178 2101 X333
SWIFT: XX XK MO0 XK
Account: IBANS05010100000225-1000
Name: Somename Somelastname Calar;

Black
City: Somecity

Reference: Blackshades_key (WARNING: This must be included as a
message or reference. otherwise your files will not be restored)

Help Mate: Read the help section if this is the first time! Background color Yw/hite Ewample
Settings

Encryption key:  Blackshades key Generate File extension(sl:  pt-doc:jpg [*=Anw] Max file size: 3 GBS e (0= dny]

Dizplay duration:  2e00 ZEC Target path:  Hormepath ~  Custom path; WAL

Test 5 d targets: 1 'm respongsible for whatewer this action results in

Enter whatever you want in the first three boxes. The Blink function makes it flash.

Option What to enter

Encryption Key Either create an encryption key or press generate to create one
File Extension(s) | Select what files you want to encrypt *=all files

Max File Size What is the biggest file it should encrypt, make sure to change it
from 3 KB or you will look like an idiot.

Display Duration | How long should the screen stay up for (3600 Secs=1 hour)
Target Path Where do you want to look for files (Root will encrypt all files)
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Infector

The infector allows you to infect all the users’ files with your bot, so that whenever they are run, they
run your bot even on another computer.

Y [nfector - - 1AMES-PC

WA Uzermame Comp.Mame Infections Tatal Statuz Fatio

ERE DT [*=dny Wl 3 e} KE ~ [0=2any

Target path: Homepath v Cugtom path; WA

Option What to enter

File extensions | Either just use program extensions, select a specific one or select all (*)

Max File Size The largest file you want to infect (0 for all files

Target Path Where are the files going to be that you infect — select root to infect all programs.

The infector basically allows you to infect some/all of a user’s files with your server, that way, if they
do manage to delete your server, as soon as they run a file; it will execute your server again. The
options are exactly the same as with the hijacker.
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Chat

The Chat feature allows you to communicate with your victims.

Blackshades MET

Blackshades NET

The first thing to do is to decide on what to call yourself and your victim. If you use your own name,
you’re an idiot.

¥ Chat - $6.148.113.160 - JAMES-PC

God: [21:24:09] -
hi

Scunm; [21:24:18]
WHAT 7

God: [21:24:25]
[olalalol

Scunm; [21:24:31]
W T

This is an example convo between me and... me. You type in the box at the bottom of the black
convo box, your victim types at the bottom of the white convo box. The conversation only ends when
you close the box or the victim shuts his/her computer down.
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Server
5 Server »| . EditID
: Chatroom. ¥ Reconnect
& Thumbnail refresh .gv‘ Close
“Z% Update
28 Update Host
& Remove
Edit ID

The edit ID feature can be used
to identify bots through
spreading e.g. USB spreading to
trace it to the host bot. Just enter
the new name in the popup box.

Reconnect and Close

The Reconnect function simulates the computer restarting; it stops the server and then starts it again,
so it reconnects to you. The close function stops the server and doesn’t restart it, so you will only
reconnect to that bot when the computer restarts

Update Server

When a new release of Blackshades NET
comes out or your server is no longer Blackshades NET
FUD, and you want to update all your
servers to the new version without losing
all your bots, just make and crypt your
server, upload it to a website that offers
direct link downloading e.qg. fileave.com
and then enter the address for your new

server into the update box.

Blackshades NET

Update Host

If you wish to change your DNS name or
provider, simply sign up to a new one,
enter your new Dynamic DNS in the box
and it will update all bots that connect to
the new DNS.
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Remove Server
The terms of service for Blackshades NET say:

You agree that if you do by some sort of means connect to another computer, by means of
accident or other ways, that you will use the uninstall feature to completely remove the
connection between the two of you forever.

If you accidentally connect to a computer you don’t have permission to connect to, then select that
server and use the uninstall function, otherwise you could face jail time.

Statistics

The statistics window provides useful information on what connections your computer is making.
You can also see charts showing the figures for various options.

Infarmation

Copy

Copy all

Save to file

Clear

Charts

Connections Crea = St ; Se S [atabaze

If you want to save the information about the connections you can do one of three things.

Option What it does

Copy Copy selected event
Copy all Copy all events

Save to file | Save all events to file

If the list gets too crowded, just select clear and it will remove all entries.

Charts

To access the charts, click the charts button in the bottom right of the statistics screen. You can then
either view charts showing the number of bots from each country or running each OS. If no bars
appear, right click and select refresh.
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% Chart statistics

To toggle between charts, just use the tabs on the bottom left.

Settings

Blackshades MET - Connections: 0 [Asynchronous mode]

Connection Port

The port for incoming server connections (the one you used to build the
server)

Transfer Port

The one used for webcams and to download Files. Make sure it’s port
forwarded

Max Reqs/Sec

How many requests can your computer make/sec e.g. how may keylog
requests.
Click the info button and use those specs to get the right number.

Max Concurrent

How many Transfers can your computer manage per second?

Transfers
Report View Check if you want to see the columns on the connections tab.
Add To Map Adds bots immediately to the map

Auto Map Position

Automatically locate the bots position.

Resolve IP/Country

Identifies the bot’s IP and country it is located in.

Asynchronous Mode

Allows you to connect to more bots as the bots don’t fully connect, they just
register that they are online and can be connected to.

Save Saves your settings for future use

Skin Changes what Blackshades NET looks like, make sure you press set
Database Settings What do you want to upload to your database?

Net sharing Share your bots with other BS NET users (just right click, add IP, enter their

IP, click share), use remove to stop sharing bots.

Web Interface

Allows you to view and control your bots away from your computer

SakiMCM
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Database

uer

To use the query function simply decide which database you want to see then enter it in the form:
SELECT * FROM DB_NAME

Replacing DB_NAME with the database name e.g. bn_keylogs

¥ Blackshades NET - Connections: 1

This feature can be used to see if the database is updating correctly

Tasks

‘% Blackshades NET - Connections: 1
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If you want a task to occur frequently, e.g. getting keylogs, select it from the drop down list, then
select at what time you want it to happen Hours: Minutes: Seconds and click add. So if you wanted to
download all keylogs at 1:35 PM, you’d select keylogs, then enter: H: 13 M: 35 S: 00.

Transfers

The transfer window is split into two parts. The top part shows all the files you’ve downloaded or are
downloading.

‘3 Blackshades NET - Connections: 1
Infarmation
1D File Size a = Druration

Show download path

Show thurnbnail
Clean list

Cancel

Settings asks Transfers Or-jain

If you right click on the top, it gives you the option to cancel downloads, or clean the list, which will
remove all entries, but the files will continue to download. To view the file’s location just click “Show
Downliad Path.”

If you are downloading more files than you have open ports, files will queue in the bottom section and
then move to the top when they are downloading. You can at this time remove them from the
download list by right clicking on the file and selecting remove.

On-Join

Sometimes, you may not notice that some of your bots haven’t been upgraded, or you haven’t seen the
keylogs in a while. The On-Join screen allows you to execute certain commands on bots when they
are connected, without you having to lift a finger.

Option | What to enter

ID The ID of the bots, e.g. all the bots you got from using omegle that have the ID “Omegle”

WAN The first digits of the WAN e.g. 100 will target all bots with a WAN starting with 100

Country | The Country whose bots you wish to target

Version | The Version of Bot you wish to target, useful for upgrading

Action | What do you want it to do?
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Y- Blackshades MNET - Conneclions: 1

Dload. Exec

As with the Filter, Match combinations means that instead of being either Version 2.6 and with ID
Omegle, it must have bot before the command is executed. Then just click Add. If you get stuck see if
clicking help works.

Alarms

The alarms function is a clever addon by xvisceral which means that if a window with a certain term
in the title e.g. “PayPal” or “Facebook™ is open, it will play a sound and log it. It can also monitor
keylogs so if someone types a term in, it will again sound an alarm and log it.

Blackshades MET - Connections: 1

The Task can either be Keylog, where it will search the logs, or Windows Title, where it looks at open
windows. Simply select which option you wish to monitor, enter your search critera and select a
sound file (must be in WMV format) and click add. Simple really. To remove the alarm, just right
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click on it and select remove. In the box on the left hand side, you will be able to see all incidences of
the alarm.

Plugins

The Plugins feature allows you to choose what features are active in blackshades. The purpose of this
is to make the size of the server smaller as it doesn’t contain all the information in it. This does
however mean that your bots all have to download the plugins from you later.

Blackshades MET - Connections: 0

Infarmation

Maode

On-jain Alarmz Fluginz

This can take up quite a lot of your bandwith, especially if you have lots of bots. If this is the case,

you can simply upload all your plugins to a direct download site, such as fileave, and then right click
on each of the plugins in turn, select new method and then enter the download link. If you don’t want
to use a plugin, right click, select “New Mode” then No. If you later wish to use a plugin, select New
Mode, then yes.

Blackshades MET

vant to enable this plugin?

The Plugins havce differnet functions so it’s probably best you know what they are.

Plugin What it does?

Nir_cmd.bss Required to use fun commands
Dos_sock.bss Used for DDOS

Pws_*.bss Used in gathering passwords

Marketplace

The market place is a tab added to BSNET3.6, which allows users to buy and sell bots over the
Blackshades NET system, whereby users list the number of bots they have for sale and the number of
bots available for 1 USD. To purchase Bots, Simply select “Continue” in the buyers section and then
click proceed.
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Blackshades MET - Connections: 0

You will then see the Purchasing page. If you don’t see any sellers, just click “list sellers.

The sellers whose names are in grey have enough bots to fill the minimum order of $10. Enter a direct
download link in the “URL/Link to your bot” box e.g. fileave.com and the number of bots you wish to
purchase in the “Ammount of bots” box. Then click next.

You will then see this box. PAY ATTENTION TO IT!
The ammount that you enter on the Plimus Payment site
IS NOT the number of bots you have orderd, it’s the total
price e.g. | purchase 100 bots at 4 bots/dollar, the total
price is 100/4=$25. | enter 25 on the plimus site, NOT
100. It’s not that hard.Make sure you enter your username
(Blackshades Login) and your resellers username correctly
or your order may not be processed.

READ BEFCORE BLVIMG




Blackshades NET 3.6 User Guide SakiMCM

To sell on blackshades is just as simple. Just click continue in the sellers section box and enter the
details asked of you.

Blackshades MET - Connections: 0

The Price/100 bots should be the number of bots per 1 USD so divide 1 by the price of one bot e.g.
0.5USD the number you enter is 2. The contact e-mail can be any e-mail address and the minimum
payout is how much money you wish to have earned before you get payed. DON’T FORGET,
BLACKSHADES NET TAKES A 50% COMMISSION ON ALL ORDERS. If you are selling 1000
bots at 0.04USD/bot, the maximum you will earn if all bots are sold is $40 subtract the 50%
Commission, you can only get $20. This means that if you set your minimum payout at $30, you
won’t be contacted regarding payment. Then click enroll. To see your earnings, click the “My
Earnings” button and then select refresh. Simples!

I have not included a section on the station function here I may make one if | have the time to do so.
Some of the larger sections have been brushed over in enough detail to get by on. More advanced and
in depth tutorials have been written and are available on the Blackshades NET forum.

Hope this makes everything a lot clearer. If there is something | could have done better, tell me, or my
tutorials won’t get any better.

SakiMCM



